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= Chapter 21: IP Address
= Addressing Scheme/Prefix&Suffix: 21.1-21.8
= Subnetting and Mask: 21.9-21.13

= Special IP Address: 21.14

= Router IP Addressing/Multi-Homed Host: 21.17-
21.18

= BREAK

= Chapter 22: IP Datagram
»« Header Format: 22.1-22.5
» Datagram Forwarding: 22.6-22.10
= Encapsulation: 22.11-22.12
= MTU and Fragmentation: 22.13-22.17




azdunin 20

. msmauma-smaw Network w2naranu m"lqjaﬂnsm’ua
Router 4v1i1v1ulu Layer 3

= WORY Interface way Router auwjamanmma” Network wazsiad Run
Network Protocol au Network muu”l,ﬂwjaumaaﬂ

. wwmaou Global Address Mildudu Address aavusaz
Network mmmuanummam Host "lumsawauasumw
sgav Host maﬂnuav Network

= Global Address flsasa1sa Mapping Ay Network Address Afviua
Host Tuusiag Network ‘L (maommum'suﬂaa Address)

= 2819'15A0N lunsavdayanaly Network dyavarvaeiu Address
®1U Protocol uav Network Huq 49 Address flazfl Scope LALILRWE
Tu Network wiioq 1vinfiu

. ryausuuu Address 1113 g;u‘i"]um”aoﬁ Internet Protocol fiaz
Aviua Global Address i

= Protocol fisiay Run w1y Host way Router



azdunin 20

= Internetworking Protocol muﬂumamﬂa IP vi5a Internet
Protocol (12 The Internet)

= Global Address iifinniuaniuataa Host éa IP Address

= IP atlu Layer 3 uazeiav Run s Host uaz Router

- m'sawauaima Host Aivune azAvuaere IP Address Uatanng
Lmeavumsawauamuumﬂ NW 15714311 flusiaes NW Address aav
usiay Network Msu twszazdiauiunis Mapping 1aadaTusié (ARP)

" muaamuu,ﬂ IP Layer &u Layer a19ag Transparent fiu User W&ilau
1 aneadu Internet atnaL@en
= ilu Virtual Network

=  Tunsavaiayaazuviilusay Step

= 1. &9 Packet 1171 NW daranvnau 1aea Router aggann&iu
Network ID wuav IP Address

= 2. 1fia Packet 1189 Network dataniy ami‘]uuﬁjﬁwao Network
Protocol 1fuqvinnssv’luliiee Host °lu _Network U Tunsaldl gruua
Host ID 1u IP Address azgn Map t2inAussuu Address uag Network
1 (Tu LAN ag MAP du MAC Address, Taalad ARP)

= Network Protocol 1u Network siuqazfufinzausy Packet ann Router 11
£l Host dananiy



Chapter 21: IP Addressing

= IP Address tilypanannviua End System
(Host) aaaaiivin3azing Internet

a GotiusTuazsiagilu Global Address aauzii MAC
Address agnuaangilaaanain LAN

« Liue Local Address Tu LAN

m iﬂiﬂdﬂadtﬂiaﬂiutﬂiaﬁﬂﬂ AR LLRULALI AU
SARNO

= LA3a97isialu LAN aan Internet azfivte MAC Address uay
IP Address 11 Match fiu

Protocol ARP azna1luuni 23

s H1fuTlAdaunIassruaay IPv4

= Address auna 32 6

« 13810 IP Address, Internet Address #9a Internet Protocol
Address

= AMNUAKUNHLRALATAY LA Il LAL2aIAY MAC
Address




Ch. 21: 21.4 IP Address
Hierarchy

= ueiay IP Address aunn 32 iin azgn
wuvaantlusgasaru

= §2U6u 13an Prefix tdumfirnuanunaiay
Network (Network ID)

« UMLK 13an Suffix (udrarnue
By Host Tu Network 1iue
« KA Host Tu Network t@snAuagaitduli'le

« ManeLaY Host Matimuay Network anunsaahdu
16 twsrgaru Prefix (Net ID) fiu'lutmidiaunu

-~ N

Prefix Suffix




Ch. 21: 21.5 Original Classful IP
Addressing

bits 01234 8 16 24 31
ClassA |0 prefix suffix
ClassB (1|0 prefix suffix
ClassC [1(1|0 prefix suffix
ClassD (1(1{1|0 multicast address
ClassE (11|11 reserved (not assigned)

Figure 21.1 The five classes of IP addresses in the original classful scheme.



7% Ch. 21: 21.6 Dotted Decimal
¢ Notation

= Tu 32 iin IP Address azgnuiiviilud
872U fuar 8 i
s Weiazd uasidautiduiaugiu 10 el
3¢9 0 — 255
= Weavg Uz dausaduy dudle “qa”
= t5an Dotted Decimal Notation
= Address ¢ngada 0.0.0.0
= Address gygafa 255.255.255.255

= Ueiay Class &usadatne léann Octet wsn
2a9 IP Address



Ch. 21: 21.7 Division of Address
Space

= d9tn6n wiidn Class A aviiua 128
Network uaduiscnauairanieiiile
229 Address Space 1131116

- Address @ BitsIn @ Maximum Number @ BitsIn Maximum Number Of

Class @ Prefix of Networks - Suffix = Hosts Per Network
A | T | 128 . 24 | 16777216
B | 14 | 16384 . 16 | 65536
. c | 21 | 2097152 . 8 | 256 |

Figure 21.3 The number of networks and hosts per network in each of the
original three primary IP address classes.



7%, Ch. 21: 21.8 Authority for
&~ 4 Address

» 2VANSNALARANTSE329 IP Address
@a ICANN

» Internet Corporation for Assigned Names
and Numbers

= 1ln6l ICANN azauualn Registrar
Hluinsasslunaazainindniinile
= Registrar azanss5 Block aav IP
Address 1uiun ISP unazsnsl
= 129U L69u IP Address ann ISP an




Summary of IP Classful

octet 1 octet 2 octet 3 octet 4 Range of addresses
Network ID Host ID
N N r 11 11.0.0.0 to
ass A: 1to 127 0 to 255 0 to 255 0 to 255 127.255.255.255
Network ID Host ID
1 1 1 1
ClassB: 128 to 191 0 to 255 0 to 255 Oto255  128.0.0.0to
8to 0 ° ° 191.255.255.255
Network ID Host ID
1 11 1
_ 192.0.0.0 to
Class C: 192 to 223 0 to 255 0 to 255 110254 553.955.255.255
Multicast address
[ 1
. ) 224.0.0.0 to
D It t):
Class D (multicast): 224 to 239 0 to 255 0 to 255 1 to 254 239 955 955 255
| 1
Class E (reserved): 240 to 255 0 to 255 0 to 255 1to254  240.0.0.0to

255.255.255.255



Ch. 21: 21.9 Subnet and
Classless Addressing

= A5 Class 1inlivins12dvu IP Address ana
Uszadndsnn
« LfAauNeas 15 A3 mauumao‘l?j Class C F95a95U'l6

256 (-2) wa3av waladaseua 15 Mvda audulelile wssdly
Auae Network AuLs

= 1la]iiu IP Class A uaz B lagnT2aviuviuaua

= L1iaa Class C ahuvrutaniiag uaraalagrnunn

« wiaudileyun IP Address ‘hinald diaasisnaatiuy
nazraAaNanU Aa
= Subnet Addressing : n1sulv Network tilu NW tias

= Classless Addressing : a1suiid NW Taan1niua Prefix 1ag

= AaMNAa Tuidn1sAvua Class waaiuisannuaicaaag Prefix
way Suffix leamueavnis



Ch. 21: 21.9 Subnet and
Classless Addressing

= enasnv Class C Gy (24 Bit Preﬁx)
uuvifluddriu Tneniiu Prefix dn 2 dia
(Suffix gnanav 2 iin 11i]a 6 iin)

24 bits of prefix

012 24 31

1(1|0 X
(a)
26 bits of prefix
1(1(0 X 0|0
111|0 X 0|1

1{1(0 X 110

1(1]0 - 11
(b)




Ch. 21: 21.10 Address Masks

= A1575AA1UGa Prefix 1291111 IP Address isi
Class anna'li
= 13tn Classless

s TuAI5H 1s1zeavuivuantadN & uluiuilu Prefix
wazaryuluutilu Suffix

= AuuaInn A1 32 Bit 1fudusan Address Mask
(wanausuan Subnet Mask)
= &Uusiu MiAvue Prefix Witdlude ‘1’
= GAILUHUAARDAY
= suritmdaiilu Bit ‘0’ Aviua Suffix (iaudiadfu
= A151i1 Network ID(Prefix) vinlaianaiin Bitwise
AND sz1i719 IP Address fiu Mask
« N==(D&M)



Ch. 21: 21.10 Address Masks

?, \.:.LF
& S
& enGneES
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= Consider the following 32-bit network prefix:

10000000 00001010 00000000 00000000 = 128.10.0.0
= Consider a 32-bit mask:
11111111 11111111 00000000 00000000 = 255.255.0.0
= Consider a 32-bit destination address, which has a
10000000 00001010 00000010 00000011 = 128.10.2.3

= A logical and between the destination address and the address
mask extracts the high-order 16-bits

10000000 00001010 00000000 00000000 = 128.10.0.0



Ch. 21: 21.11 CIDR Notations

= né Address Mask taauluanuaiz Dotted
Decimal Format t2auwaenAunu IP

Address

s L2y 1111 1111 1111 1111 1111 1111 1100 0000
videuilu 255.255.255.192

g I,V\ia"me'm"lun'\sa'm l,muvitswkuu IP
Address afAu Address Mask 12y IP
Address ausraINIUITaNAN UG Suffix

Tusil
» ddd.ddd.ddd.ddd / m

» 12U 192.5.48.69 / 26 danununaiqaendu IP
Address 192.5.48.69 way Mask 255.255.255.192

= 13e1n CIDR Notation
= Classless Inter-Domain Routing
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Ch. 21: 21.12 CIDR Example

= suyé ISP 41 Block 2av IP Address
« 128.211.0.0/ 16

= 61 ISP fignAansavsnel uaazsiaaavnis 12
uar 9 IP Address 2iv ISP shunsanuiua
Prefix TvinnanA1ivaavdil
« 128.211.0.16 / 28
« 128.211.0.32 /28

x WiFNanAIvEaY azldauiauas Mask
WNAU e Prefix azanvAuAa
= 10000000 11010011 00000000 0001 0000
«= 10000000 11010011 00000000 0010 0000




Ch. 21: 21.13 CIDR Host Address

s luueazar Block aav CIDR 151
gru15an11iua Host Address annsiu
Suffix

= MUY Host Tuweay Block tvindu 2suffix bit -2

= LBONRNGAIAUEAY Aa Address Lsn LRy
Address gavine aay Host aglila

= Address w3n daldia Bit uav Host Lﬂuﬂuﬂmum
Liiavan IP Address aag Host iagtmilaunu
Network Address uagilaviuileuinlu Berkeley
Broadcast Address Form

= Address gavine daifia Bit uag Host 1fuifiv
NINUR a”annu“l,uﬂu Address NLARF&EIATL
Broadcast 1u Network ifu




Ch. 21: 21.13 CIDR Host Address
= Example: 28 Bit Prefix

0 Network Prefix 128.211.0.16/28 28 31
1000000011010011000000000001(0000
0 Address Mask 255.255.255.240 28 31

.LllllllllllllllllllllllléllllOOOO

0 Lowest Host Address 128.211.0.17 28 31
100000001101001100000000?00010001

0 Highest Host Address 128.211.0.30 28 31

l0000000llOlOOllOO000000500011110




Ch. 21: 21.14 Special IP Address

= Network Address

= Address Milsgnauslea Host Bit tilu ‘0’ ianuaazgn
Reserved 1id115u Network Address
« 128.211.0.16/28 nuady Network 13iTa IP Address

s Directed Broadcast Address

= Address Milsgnausle Host Bit tilu ‘1’ ianuaazgn
Reserved ‘| i&3uay Packet 1uTvidunn Host Tu
Physical Network 1u

. i Packet flgnae avaaly Copy L6ign s Internet
AUNsE989 Network danamie ainiiu Packet QNI
salulvinng Host Tu NW daranie




Ch. 21: 21.14 Special IP Address

= Limited Broadcast Address

= flun1s Broadcast FuLAdavfigatawizAu Link du ay
°l°zj“°lumau1nsvw Start wagd'lidi IP Address 1ilu
AAINILAY

» Address fa 255.255.255.255 (Al ‘1") |
= IP 2% Broadcast Packet vil2 Address #ilUanaaaing
Local Network
= This Computer Address

= Anualae Address ity ‘0’ ieniue
= Aa 0.0.0.0

« 19lunvsAuua Source IP Address &usuLasagidy
149 IP Address aasnuiad

= 121lu Protocol DHCP ifiamanfiitanasidu Boot uayua IP
Address ann DHCP Server



3,2 # Ch. 21: 21.14 Special IP Address

= Loopback Address

« LR NTUNaRaLNITRadsuaIRa9 Network
Application tutAIaILALIAY Tae luaARIHNIY
Network

= IP Reserver Network Prefix 127/8 g wnsulad
AU Loopback
« Un@aglad Host number 1: 127.0.0.1

= Packet Loopback az'liaanuuantniad




Ch. 21: 21.15 Summary Special
IP Address

Prefix Suffix Type Of Address Purpose
all-0s | all-0s | this computer ' used during bootstrap
' network | all-0s | network . identifies a network

' network | all-1s | directed broadcast | broadcast on specified net |

all-is | all-1s | limited broadcast | broadcast on local net

| 127/8 | any | loopback | testing ;

Figure 21.7 Summary of the special IP address forms.



Ch. 21: 21.16 The Berkeley
Broadcast Address Form

= Tun1siouun TCP/IP uu UNIX gatsne
1nel University of California at Berkeley
(BSD UNIX) 16121 Directed Broadcast

Address n'lu'liailluunassiu
= na1Aaly Host Bit ‘0’ Wiaunue Aviuatilu Directed
Broadcast Address
= JanAuluunu ‘Berkeley Broadcast’
« fefiainsalsuiAiideladouag ity Broadcast
Address 1
= Network Manager a¢6a95¢39 wazilantla



7%, Ch. 21: 21.17 Router and IP
&~ 4 Address

x Uanida’annn1sAua IP Address
Tuun Host uam aulnsai Router aav
A1uU6a IP Address aihel

= Router matzinAunane Physical Network

= eay Interface aav Router eiavlad Prefix
AU Network Ausa

= ueiay Interface wav Router aglad Host ID
(Suffix) 7 'luainAu Network Ausiaiu




Ch. 21: 21.17 Router and IP
Address

Ethernet 131.108.0.0/16

router 1
pall

131.108.99.5 223.240.129.2

Wi-Fi Net
223.240.129.0/24

223.240.129.17

=,
[?routerZ
78.0.0.17 —7 |

7 < >
¢ WAN 78.0.0.0/8

C \.h,_ Y.

Figure 21.8 An example of IP addresses assigned to two routers.

\—/



Ch. 21: 21.18 Multi-Homed Host

= AANWILOASTENINAIUIl Network Card
(LAN Card 1i5a Network Card Au)
Fusatdaunalauinnituile Network

uazaunsaidl IP Address 1s6u1nnInuily
lwias

= Teausaztuass Prefix @y Network fiunsia
= 13tA Multi-Homed

= Undagldlunsinanuiadalduavailnsallunsel
7 Network #ily Down
= foflunsiinise&@néawene

» dnunsaldonuiu Gateway 13a1in Firewall 1#5a1in
lilu Router 6 ¢1fi Software Mgnsiay




Ch. 21: 21.18 Multi-Homed Host

152.47.0.0/16

O O O

152.47.204.5

.
----
.
.

200.123.234.0/24
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= Chapter 22: IP Datagram
= Header Format: 22.1-22.5
»« Datagram Forwarding: 22.6-22.10
= Encapsulation: 22.11-22.12
= MTU and Fragmentation: 22.13-22.17




Chapter 22: IP Datagram

= nilscavAuay Internetworking mama“"m Program 7 Run
atUUAANNIAAI KLY mmsam Packet dasa13'laAudn
Program uilvnagavnaniitnasiu

= n1sanuuu Internetworking N6 m‘saamsmnanmLﬂu
Transparent uaz'ligsavaniivdiv Hardware wiiauaan
HONMIIAU

= Interpet m253:1u Service uuuiaun Application Program
iianid : Connectionless 1i5a Connection-Oriented
= tipanuuu TCP/IP anadtdan Service vivaavilszinn
= Connectionless: User Datagram Protocol(UDP)
= Connection Oriented: Transport Control Protocol(TCP)
= auvlsnnnu A8n1589 Packet azTaduuu Connectionless
waa Datagram Taudvgldeavnisanuridadialunisseziaya

mmsnwmmsmsmao Connection Oriented(TCP) 12inAu
n1ssv Packet vitiluunuu Datagram (IP) 16




Ch22: 22.3 Virtual Packet

= AsdvAayaniluuu Datagram 1i5a Connectionless
aalu Nketwork ilunsudsuiseunann Packet Switching
Networ

= 1paNRIRINTaRILGRE Packet winu Internet wasuaay Packet g
Gunalagludusiadu

. mmsmamm‘lumsmmu Packet fia Router 1aaifi Router AYA)
Ad%lress ananivuazdndulainaisazsy Packet 13 Router shdalal
A16

« Router Sufintauiagiving dass Packet 13 Router dada'lyl (w3aselulv
Destination gilu Router mammﬂ*’uamauma)

= (flagann Router maaumauma Network NenvApay Address aadie
ay Network ¢n9fiu 29 Router Liaunsanazil&au Address Format
Tannmsunintuusay Network twsgnsudaranivaraazlad Address
Format visinvaanlidn
. °I,umsu Internet agsiavaanuuu Packet Format Tui uaglad Address 1/1

undlagien (Aa IP Address) na1afa Internet Protocol agsiadanvuu
Network Layer aavusiag Network aniiwiiig

= WRdWSAa Universal Virtual Packet Migunsagvsinu Network ag'lsfls




Ch22: 22.4 IP Datagram

= Tu TCP/IP a:l2d@131 IP Datagram Tunns
21969 Packet aav Internet 2iv
sznauasel Payload n'launann Layer uu
warsdruianisan IP Header

yuinuay Payload Lulpnivuaaiua?

Auatiiu Application 1

= IPv4 s1unsadl Payload leisaus 1 Octet auagugn
64K Octet(65535: sauarumiside)

= 2uauaY Header in@azaviifa 20 Octet wei
snsauenels (uuag Option)

Header Data Area (known as a payload area)




Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS | H. LEN | SERVICE TYPE TOTAL LENGTH
IDENTIFICATION

~ TIME TO LIVE TYPE

SOURCE IP ADDRE:

DESTINATION IP ADDRESS

IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLOAD (DATA BEING SENT)

L4

= VERS. finuiun Version luiiiida 0100 B

= H.LEN. Ainuiuaauanuay Header d
uuaenilu 32 Bit Word anluii Option anil
@a 0101 B



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS | H. LEN | SERVICE TYPE TOTAL LENGTH

IDENTIFICATION |

IME TO LIVE 1B o =

DESTINATION IP ADDRESS

IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLO{\D (DATA BEING SENT)

= SERVICE TYPE. nnuiua Class 2aas Service
Unililad (arnalutdas QoS)

= TOTAL LENGTH. auaniilu Byte 52119
Ui



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS | H. LEN | SERVICE TYPE TOTAL LENGTH

IDENTIFICATION
IME TO LIVE TYPE
SOURCE | ,
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLOf\D (DATA BEING SENT)

= IDENTIFICATION. rinviua Sequence Number 12
Tunssingdinis Fragmentation

= FLAGS. (flusrarviuanazaauniivin Fragment e
1a3a'lu narAuuanFragment snving



Ch22: 22.5 IP Datagram Header

Format (IPv4)
0 4 8 16 19 24 31
VERS |H.LEN | SERVICE TYPE TOTAL LENGTH
IDENTIFICATION -
TIME TO LIVE 1YPE
SOURCEIP A
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLO{\D (DATA BEING SENT)

FRAGMENT OFESET. mmannmmﬂ 8 iauviiveintiUY
2av Datagramiilu Datagram nau Fragment

= TIME TO LIVE. inviyaiausiss Tagaziilyarniia Packet Tu

n'smmu Loop momumnﬂamaouu\mnmommu Router tiua
aiiflugue Datagram UarOnTaUN waziinass Error
Message naulueonisv



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 4 8 16 19 24 31
VERS |H.LEN | SERVICE TYPE TOTAL LENGTH
IDENTIFICATION |
TIME TO LIVE TYPE |
SOURCE IP ADDRESS
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING

BEGINNING OF PAYLOAD (DATA BEING SENT)

= TYPE. nhiiuaaiia(Protocol) aav Payload
Mati2inelu (Mat Layer uudalyl)

= HEADER CHECKSUM. wnauynaiay 16 Bit
Word uaz Complement



Ch22: 22.5 IP Datagram Header
Format (IPv4)

0 s 8 16 19 24 31
VERS |[H.LEN | SERVICE TYPE |

IDENTIFICATION
IME TO LIVE TYPE
SOURCE IP AL
DESTINATION IP ADDRESS
IP OPTIONS (MAY BE OMITTED) PADDING
BEGINNING OF PAYLO/.\D (DATA BEING SENT)

x SOURCE & DESTINATION IP ADDRESS. finiuntaaadsiy
misazdaraniy 13721 Address a1as Router

= IP OPTIONS. 12Tun15a7uAuN151in Routing Un@azlsilal
= PADDING. shadutiialiinsu 32 Bit Word



Ch22: 22.6 IP Datagram
Forwarding

= IP Router az72f Forwarding Table (Routing
Table) dfvsnunsaar Update 1aiiluscas
« avtiludneaizuay Next-hop Forwarding

(30.0.0.0/8

router R,

30.0.0.7
/

!

router R,

40.0.08
/

f

router R,
128.1.0.9 , :

/

—{1—C 40,0.0.0/8 ) >—{1—C128.1.0.0/16>—1—192.4.10,0/2%>

40.0.0.7 128.1.0.8 192.4.10.9
Router 2 (@)

Destination Mask Next Hop
30.0.0.0 255.0.0.0 40.0.0.7
40.0.0.0 255.0.0.0 deliver direct
128.1.0.0 255.255.0.0 deliver direct

192.4.10.0

255.255.255.0

128.1.0.9

(b)



Ch22: 22.7 Network Prefix
Extraction

= 1ANNaUE? Router azquadiu Prefix 2av IP Address(NW
ID) annuiuazilsuunaununisiy Routing Table waiin
iU lunissivaayana‘ly sl

= luusazualuadnisy Routing Table 7 Router 3g1in Mask annaliu
111NN Bitwise AND Au IP Address daransn'laannaiu Header
229 IP Dataggam uwagtisautiguduailuaise 6@ Prefix i'lansgiu
AuAAALATUTUAT5I9 a3 Match wasdayaazgnas luluidanigiliu

. andhadny § Datagram siagn sl 192.4.10.3 &9 Router R2

Tpuausnuasnsy tliavinnns AND 151'le 255.0.0.0 & 192.4.10.3 = 192.0.0.0
2i9' l3iss9Au 30.0.0.0

wadiaagazle’ 192.0.0.0 wuduwazlinsedu 40.0.0.0
uaa&nagle 192.4.0.0 uazlunseiu 128.1.0.0 |
uaM&ale 192.4.10.0 dumsonda Match sutiuriayagnsvaan’lili 128.1.0.9
fa IP Address 2av Interface uav R3 fisiadu yaun31 Next Hop Address
= A1 Router sty az'laifinisid{aunilay IP Address uav
Datagram weag&91nalad Local Network Address wnu wilav3nn Interface
2avy Router Neamdaly agaelu NW taaadudu Router fANay

= dilu Direct Connect ¢7 Router &ansaseriayalvidu Host lalaaase ‘i
siadg9 1y Router sdin 'l




Ch22: 22.8 Longest Prefix Match

= Tunvilfiié #1519 Routing Table a13azizua
Tua uay Routlng Algorlthm aauznvdauduadau
msaamumauaavumamuumwumuma'mmmu

= 61'0ifi Prefix 1a Match aalua1sn9 dayaasas’lu'ls dosiunad
gavinainazaA1iua ‘Default Route’ 1aalyd Address 0.0.0.0
uay Mask tilu 0.0.0.0 (Always Match)

= Ha9dINTaAIUA Route Lavdle Taadiinuatdunigaziaya
WU Interface sinvqTuaiu Option uav Header

= lunseiffinig Match Prefix unanianfledu 6 Router agas
dayalundanieniinig Match Prefix Mieniga

- f9tiulumse Routing Table, Software azvinn1si3aan1sna i
BN Prefix inniganau
= Liuluaisedigay Prefix Aa 128.10.0.0/16 way 128.10.2.0/24

a4l Datagram Asagn1saalli 128.10.2.3 N sTuazgngell
ANLLaINAIVIUANA 128.10.2.0/24 \ws1¢iin1s Match enynn




X 192.168.7.1

192.168.7.0/24

192.168.7.123 g@ 72.35.74.98

-~ -
—
-~
o

Longest Prefix Match

212.210.17.65

212.210.17.64/26

212.210.17.120

S

ED
172.35.147.2 N
Destination Mask Next Hop
40.30.0.0 255.255.0.0 172.35.147.2
128.0.0.0 255.0.0.0 192.168.7.1
195.89.36.0 255.255.255.0 192.168.7.1
128.10.0.0 255.255.0.0 172.35.147.2
212.210.17.64 | 255.255.255.192 Directed
172.35.0.0 255.255.0.0 Directed
192.168.7.0 255.255.255.0 Directed
128.10.2.0 255.255.255.0 192.168.7.1

0.0.0.0

0.0.0.0

212.210.17.120




Ch22: 22.10 Best Effort Delivery

= N15&9 Datagram 1u IP Network aziifludanuais
Best-Effort Delivery naa,gl,wmmmu:)sam‘lm
atinv'lsAaudgInvqtuatdsinIsatAndula’
= Datagram Duplication
= Delayed #3a Out-of-Order Delivery
= Data Corruption
0 Datagram Loss

u nm'ma azil Error mmmu‘lmama‘lumsmmaua
WU Internet

= lun1sil y1n531u TCP/IP 1aaanuuu Protocol an
Layer #iilvinanazunanni1sAuzadiiail (TCP)

m muaﬂﬂnw“l?jmu awtaanu,ﬂ Best-Effort Delivery UIa6A9INT
Protocol \&uagaiadnn1sdu Error

= UDP/IP wi5a TCP/IP




Ch22: 22.11 IP Encapsulation

= Tunissv Datagram rinuusiaz Network §1Lﬂuﬁazm”aeussa
Datagram avlu Network Protocol nAlavnu

= 138171715111 Encapsulation

= ia Encapsylated Datagram winuann Network uilvlildedn
Network i1y (W21 Router) suargn Decapsulated uazgn
Encapsulate 1uiiau Protocol uav Network sa'lil

= 015 Decapsulate siu agﬁaafﬁwﬁutﬂu IP Datagram Encapsulate fiagiluuna
N1svinduATHanaa tiagannweaas Network anaagiinis Encapsulate ang
Protocol

= AuTlungIuInag Network Protocol 71vinn1s Encapsulate agsiavil Code Ay
uanzinuay Payload
. guolgcggrnet Frame gtilu IP Datagram ussqatilu MAC Frame aglaf Ethertype
X
= uanNndual A1s Encapsulate fdasiasnisnisAinua Network Address uav
Router {1 Datagram azgngvaanlilde NW da'ldl (w5a NW Address aad Host
Tunsaln Datagram ludesnnune)
= ae18u31 Router Arviuawa IP Address uavy Next-Hop Router i'lsininuua Network
Address uav Next-Hop Router
= 1313g1a Protocol 2ia ARP u1vinansun Network Address ann IP Address uas Next-
Hop Router (Interface)

= nsdiuag Ethernet Network, ARP aglailunnsun MAC Address aan IP Address
Anua Saagaanazatluundal




Ch22: 22.11 IP Encapsulation

LAN 1 LAN 2
| IP Header IP Payload |
Y Y
|Frame Header | Frame Payload |
End system *) () End system
(A) 3 (B)
LAN IP Addr siunmvuardananiy
| — andaau uaz'lile —
IP IP IP IP
ty g tz tio t1 te
------ bt rela rela ti2 s
~~~~~ MAC MAC y Y | mac MAC
ts 4 ta tg tz ta
Physical PhysicallPhysicaI Physicall Physical Physica
t1, te, t7, ty0, t11, tis | 1p-H | TCP-H | Data |
Next Hop
192.168.7.123 to ts [LLct-HT 1P-H TTCcP-H | Data |
MAC Addr =?
TM ta. t4 [MAc1H|LLc1H ]| 1PH | TcP-H | Data [maciT]
192.168.7.123 ts, to | FR-H | 1p-H | TcP-H | Data | FR-T |

(D
~ ti2, tis [tec2H | 1P-H | TCP-H | Data |

tya, t1s [MAC2-H|LLC2-H | IP-H | TCP-H | Data |mAc2-T|

TCP-H = TCP header MACI-T = MAC trailer

IP-H = IP header FR-H = Frame relay header
X. 25 LLCI-H = LLC header FRT = Frame relay trailer

MACi-H = MAC header



Ch22: 22.12 Transmission AcCross
An Internet

: @ Source host datagram
= A58y Datagram
dlu Internet AN & Net1 O header 1 datagram
Encapsulate- S—
Decapsulate ilu ,

ﬁ Router 1 datagram
ame a1 :
Protocol Tuusaz |
Network AU C Net 2 ) header 2 ~ datagram

« finsAnnium Code
Uav Payload N&IUR (7 Router 2 ~ datagram
Aadunay Network
Protocol g ,
o G Net 3 S header 3 datagram
= 101911 Network - ‘
Address uad Router

a866' 1 ﬁﬁi\jﬁll IP E Destination host datagram

Address 1aala ARP

Figure 22.5 An IP datagram as it travels across the Internet.



Ch22: 22.13-14 MTU and Datagram
Fragmentation Reassembly

= 2aunuay Data M3z1&1u Frame gysian
gusadenIu'laisan MTU: Maximum
Transfer Unit
= eIy Network agArviuanl MTU sinvAu

= LIlulil'le31 Datagram A&y a1azduunalvainiien
MTU 2ad NW uu

= Azsiaviinisunn Datagram flugjusuq (3an Fragment 1iia
azgnsadgynIuldle auiun1sliiian Fragmentation

Hi R H2
; A ) _ | ~ 7 = o [
Q—<_  Net 1\‘(MTU—}1500) ) N C_, Net 2\(MTU—'11000) », =i

Figure 22.6 Illustration of a router that connects two networks with different
MTUs.



Ch22: 22.13-14 MTU and Datagram
Fragmentation Reassembly

IP Header original datagram payload (data)

I 4 X 5

IP Hdr 1 data 1 1 IP Hdr 2 data 2 IP Hdr 3 | data 3

= Tuunaz Fragment aav Datagram azii Format
widau Datagram indé &y Header aav
Fragment azﬁ'\:num IP aiunsazdaranisiyiau
Header 164 Tusinu Field 'FLAG’ aziivuaninilaa
Fragment 13721 IP Datagram t6iuq wazsayuly,
‘FRAGMENT OFFSET’ aziivuani1 Fragment ilagi
nsirulviuaay Datagram Gu

= n1sUsenaudu (Reassembly) Anviualnseyvin? Host daranng
= W31z Host danamivannsag’ledn Fragment laasunaalai
= U@ Router az'liigulain Datagram Mgstilu Fragment w3a‘la



IP Header Flags

= NANAANIUNUAD dunag Header a2
Usznaueia FLAG aua 3 iia 1dTunseain
i1 Fragment 6ivi
= Bit 0: avgn Reserve uazagsiasfiaiilu 0
= Bit 1: Dont Fragment(DF) 6111n17 Set ag'ludin15vin

Fragment 1 Datagram
. il Datagram sadsu NW Afruadl MTU UaanINAUIG
229 Datagram az&9su'laile wazavaaaTauiii
= Bit 2: More Fragment(MF) a¢ Set 61 Datagram 1
tflu Fragment antiu Fragment gaving
= 61'17in191i1 Fragment &7u Bit 2 fiagliign Set tdudu v
danununasaalduiilu Fragment gavine




Ch22: 22.15 Collecting The
Datagram Fragments

= IP 314 Guarantee n1ssv2iaya

= Fragment anawng &I Error w3agaayluTuvidn19neenu uay
uavaranivacny luiduarau

= 151323 16028191521 Fragment aavuaas Datagram
1a5unsuuar wsauazdsznautilu Datagram tau
AUUN |
= Bit Tugiuuav ‘FLAG' Field azuaniifitilu Fragment 1visa

Fragment Auauasu uazilsynauiilu Datagram tauAaunaysy
14 Layer uusa'ld

« Uaneagliagiunay IDENTIFICATION Field syudu Source
IP Address tiusaAinuuaii Fragment n'leaglu Datagram
LAnag'ls 1maii Fragment aag Datagram L@enAuginn
‘IDENTIFICATION' wiiiaudiu &u Source IP Address aiiv
uanann il iwszusiaziavaraagly Identification
Wliaunu )

= &)uway ‘FRAGMENT OFFSET’ Field agdvuanin Fragment 1
atigiulnuuag Datagram iy



Ch22: 22.16 Fragment Loss

= Fragment siavunasuivazilsznaule aeduaid

Fragment Loss darayivazaagiiu Fragment 0
wiRaaunNazasu Avaziin Delay

n1siAiu Fragment 312 Memory uaz'hisiiunsa
rU'lanaan aJ Jdazuy Resource uav Host
daranmivazlutiaaliivinasanyau

IP finvium Timer 4a ‘Reassembly Timer’ A9
Timer Expire(vinaang) nnq Fragment Tu2qauav
Datagram iiuazalauny

= IP "3ifi Mechanism & %5u Fragment Retransmission tliagann
Fragment nAszvinfina19nng |
= M5938n521iN 106 1wsee 13591 Fragment siuttlivacing’ls M
&uluuvuag Datagram éiu
= G9dua Frggment Loss 324Ny Timer Expire uagazadtasl
A1an1389119 Datagram dunn 1w (All-or-Nothing)



Ch22: 22.17 Fragmenting A
Fragment

= 111167 Router éiilviinnns Fragment
Datagram &v1u7u Internet uaz
Fragment "usiaveinu Network #sien MTU
MNINAUIAAAY Fragment
= LR UTaYIN Fragment 2avy Fragment AszduA e

= Router azuagliaaninfiiilu Fragment uag
Fragment

= AMNsUsgnavaznszvinadLaeINdatany

= Lufinnsisynauann Sub-fragment 1ilu Fragment Aau wa&?
9Aatilsznau Datagram



IP Fragmentation

10.7.8.9/20
SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=000 | OFFSET=0 | L=2620

MTU 1500

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=0 | LEN=996
SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=122 | LEN=996
SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=000 | OFFSET=244 | LEN=668

MTU 600

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=0 | LEN=596

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=72 | LEN=420

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12| F=001 | OFFSET=122 | LEN=596

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=194 | LEN=420

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=001 | OFFSET=244 | LEN=596

SIP:10.7.8.9 | DIP:200.35.4.12 | ID=AB12 | F=000 | OFFSET=316 | LEN=92

200.35.4.12/26

Fragment
Reassemble
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= Homework II Due Next Week
= Download HW2 (Week 4)




* End of Week 4

= Next, Week V: Chapter 23

= Chapter 23: Supporting Protocol and
Technologies
« ARP
« ICMP
= DHCP
« NAT




